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	Exhibit A
(Standard Agreement)

SCOPE OF WORK

A. Purpose

[bookmark: _Hlk524427174]Contractor will deliver risk-based auditing and audit issues software (“software”) to streamline Covered California’s audit process. Contractor will license a commercial off-the-shelf software product to Covered California. The software shall increase efficiency and productivity of the entire internal audit process and include the following features: risk assessment, scheduling, planning, execution, review, report generation, trend analysis, audit committee reporting and storage. After delivering and installing the software, Contractor will provide training services to Covered California employees on customization options and usage of the software’s features. 

B. Background Clearance 

If the Contractor must access any confidential information, this provision must be completed prior to implementing any portion of this scope of work.

Prior to accessing any confidential information, personal identifying information, personal health information, federal tax information, or financial information contained in the information systems and devices of Covered California, or any other information as required by federal and State law or guidance, all staff, including employees, contract or subcontract personnel, vendors or volunteers who perform services under this Agreement must comply with the criminal background check requirements set forth in Government Code section 1043, and its implementing regulations set forth in California Code of Regulations, Title 10, section 6456. Contractor shall bear all costs associated with obtaining clearance for each said employee.

C. Contract Amendment

Covered California may, in its sole discretion, extend the term of the contract for two (2) additional consecutive years for the same services.  The total number of contract years shall not exceed three (3) years.
If mutually agreed upon by Covered California and the Contractor, the contract may be amended to include additional funding at the same rates provided in the Contractor’s original proposal. 

D. General Scope or Tasks
	
[bookmark: _GoBack]The Contractor shall deliver and implement an audit and data analytic software. Contractor will not create software to fulfill the requirements of this Agreement, but rather deliver a commercial off-the-shelf product. The software must be delivered and installed for Covered California to use no later than four (4) weeks after the Agreement is fully executed. Contractor will train Covered California employees on customization and usage of the software after implementation. The training of “super-users” must start no later than five (5) weeks after the Agreement is fully executed.

1. Software Performance and Features
The software, shall at a minimum, perform as follows:

a. Feature turnkey software implementation with minimal involvement from Covered California’s Information Technology Division. 

b. Manage all documents involved in an audit and allow users to review/edit documents as necessary.

c.  The electronic work papers shall, allow for individual review and approval of each procedure within a multiple step program. 

d. Allow users to simultaneously work on different aspects of the same audit and separately review/approve their own tasks for management review. 

e. Clearly identify progress status and have filtering features that allow reviewers to easily identify and navigate to areas of work that are ready for their review. 

f. Provide multiple access levels and distinct levels of authorization based upon the assignments of an audit. The multiple access levels shall restrict a user’s ability to approve their individual electronic work papers. The software must have functionality that allows users to restrict how other users edit documents.  It must allow users to hyperlink documents, websites, and bookmarks across all applications In addition, users must be able to use hyperlinks to jump to a specific field or area within the same document. 

g. Changes in a work paper, such as removal of a page, shall automatically renumber the pages and update the index. The software must have the capability to manage audit resources, audit scheduling, document coaching notes, and track audit issues. 
 
h. The cross-referencing system shall link work program steps to audit findings and supporting documents. 

i. The software shall comply with the following standards:

1) MARS-E (NIST 800-53) moderate baseline control.
2) Federal Risk and Authorization Management Program (FedRAMP).
3) Federal Information Processing Standard (FIPS) 140-2. 

j. The software must be hosted by the Contractor in a location that adheres to all contractual requirements, including security requirements. The Contractor will be responsible for implementing and maintaining all technical infrastructure, hardware, operating system software, application and any other third-party software and licensing required to successfully operate the solution throughout the full term of the contract.  Outsourcing of the information system to services outside the information system to services outside the continental United States is prohibited.

k. Contractor must perform annual auditing to track and monitor access and modification to all sensitive and business critical data and provide a report to Covered California, no later than January 31.

l. Implement appropriate security constructs to identify, verify, authorize, and authenticate users before allowing access to sensitive data such as Personally Identifiable Information, Personal Health Information, or Federal Tax Information data.

m. Implement a data encryption mechanism for data at rest and data in motion following FISP 140-2 standards to protect data confidentiality and integrity as appropriate based on the sensitivity of data.

n. Comply with the administrative/management safeguard requirements mandated by the Covered California Information Security and Privacy Office, respectively, based upon MARS-E security and privacy controls.

o. Provide security incident reporting and mitigation mechanisms, including at a minimum: 

1) Generate warning or report of system activity based on security parameters.
2) Terminate access and/or generate report when potential security violation is detected.
3) Preserve and report specified audit data when potential security violation is detected.


p. When necessary, generate alerts for incidents that violate security rules, including at a minimum:
 
1) Unauthorized access attempts on data and system function.
2) Login attempts that exceed the maximum allowed.
3) Termination of authorized sessions after a specified period of inactivity.

q. Utilize appropriate security architecture and control to address various security attacks, including at a minimum: 

1) Spoofing 
2) Tampering
3) Repudiation
4) Information disclosure 
5) Denial of service 
6) Elevation of service

r. Covered California must have access to all data stored in the cloud with 99.99% availability and reliability at no additional fee.

2. Training and Administrative Tasks

a. Contractor shall provide training to Covered California’s selected “super-users” no later than five (5) weeks after this Agreement is fully executed or on a later date as required by Covered California. Contractor shall provide all training materials and host a minimum of four (4) days training sessions at Covered California’s headquarters. 

1) This training shall train users on functions to create an audit program and/or template; customize the fields in the audit software; and assign multiple levels of privileges. 

b. The Contractor shall provide a separate two-day training for up to 20 Covered California employees on how to efficiently and effectively use the software, no later than twelve (12) weeks after this Agreement is fully executed or on a later date as required by Covered California.

c. The Contractor shall have bi-weekly meetings with Covered California during the planning and implementation stages to discuss progress, deliverables and user acceptance. Covered California shall perform user acceptance testing on software template creation and workflows prior to transition from Contractor’s training team to customer service.  

d. The Contractor shall provide weekly status phone updates to Covered California’s project representative during the planning and implementation stages.  

e. Contractor will offer ongoing technical assistance that includes telephonic, web-based and chat during Pacific Standard Time business hours of 8:00 AM – 5:00 PM Monday – Friday and on-site as needed through the term of the initial contract and any extensions.

E. Reporting Headquarters Location

The Contractor is required to perform all services under this Agreement on site at Covered California, unless directed otherwise by the project representative listed in this Exhibit.  The Covered California office is located at 1601 Exposition Boulevard, Sacramento, California, 95815.  Travel and expenses for reporting to this headquarters location shall not be reimbursed.

F. Reassignment of Personnel

1. The Contractor shall not reassign personnel assigned to the contract during the contract term without prior written approval of Covered California. If a Contractor employee is unable to perform duties due to illness, resignation, or other factors beyond the Contractor’s control, the Contractor shall make every reasonable effort to provide suitable substitute personnel.

2. Covered California reserves the right to request a Contractor employee be removed from performing any work on the contract and, on written notice to the Contactor, the Contractor shall assign a substitute employee.

G. Contractor’s Roles and Responsibilities

The Contractor shall: 

1. Designate a person to whom all project communications may be addressed and who has the authority to act on all aspects of the contract. This person will be responsible for the overall project and will be the contact for all invoicing and Contractor staffing issues.

2. Meet as required with Covered California staff to discuss progress.

3. Make its best efforts to maintain staff continuity throughout the life of the project. If, however, a substitution becomes necessary, the Contractor must submit resumes for review, in advance, for all proposed personnel substitutions. All Contractor personnel substitutions must be approved in writing by Covered California Representative. Failure to receive the required approvals may result in termination of the contract.

H. Covered California’s Roles and Responsibilities

Covered California shall:

1. Designate the Covered California Representative to whom all Contractor communications may be addressed and who has the authority to act on all aspects of the contract. 

2. Provide access to business and technical documents as necessary for the Contractor to complete the tasks identified in this Agreement.

3. Ensure appropriate resources are available to perform assigned tasks, attend meetings, and answer questions.

4. Ensure that decisions are made in a timely manner.

5. Provide work areas and meeting rooms as needed. 

6. Identify and provide access to Subject Matter Experts to assist in the development of technical requirements. 

I. Contract Deliverables

1. The Contractor understands that all contract deliverables must comply with the Patient Protection and Affordable Care Act of 2010, as well as sections 15438, 15439, and 100501 through 100521 of the Government Code; 1346.2 and 1366.6 of the Health and Safety Code; 10112.3 and 10112.4 of the Insurance Code.

2. The Contractor shall provide all deliverables within the timeframe specified and required by Covered California.  

3. The Contractor understands and acknowledges that all deliverables must be reviewed, approved and accepted by Covered California.

4. The Contractor understands that any Covered California requested revisions to any deliverable shall be incorporated by the Contractor within seven (7) calendar days from the date in which Covered California provided its feedback, unless a different timeframe is required and specified by Covered California. 

5. In the event Covered California requires additional refinements and modifications for any deliverable which occurs after that deliverable has been previously accepted by Covered California, the Contractor shall be required to make the additional revisions until the revised deliverable is accepted and approved by Covered California.

6. The Contractor shall be paid for services rendered under this Agreement in accordance with Exhibit B – Budget Detail and Payment Provisions.

J. Deliverable Acceptance Criteria

All concluded work must be submitted to Covered California for review and approval or rejection. Payment for all tasks performed under this Agreement will be based on hourly rates. It will be Covered California’s sole determination as to whether any tasks have been successfully completed and are acceptable. 

Throughout the contract, Covered California will review and validate services performed. In addition, the Covered California Representative will verify and approve the Contractor’s invoices. Signed acceptance is required from the Covered California Representative to approve an invoice for payment.

Deliverable acceptance criteria consist of the following: 

1. Deliverable-specific work was completed as specified and the final deliverable product or service was rendered.

2. Plans, schedules, designs, documentation, digital files, photographs and reports (deliverables) were completed as specified and approved.

3. All deliverable documentation have been completed.

4. If a deliverable is not accepted, Covered California will provide the reason, in writing, within ten (10) business days of receipt of the deliverable.




K. Project Representatives

	Covered California Representative:
	Contractor Representative:

	(Representative’s Name)
Covered California
1601 Exposition Blvd.
Sacramento, CA 95815
(916) XXX-XXXX T
(Email Address)
	(Representative’s Name)
(Contractor’s Name)
(Address)
(City, State and Zip)
(916) XXX-XXXX T
(Email Address)


The representatives for this project, during the term of this Agreement, shall be:



(V.1117)
