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Covered California/[Contractor Name]

	Exhibit A
(Standard Agreement)

SCOPE OF WORK

A. Purpose

The purpose of this contract is to engage a contractor to contribute to Covered California’s Information Security strategic initiatives and corresponding projects. Covered California’s Health Benefit Exchange services require access to the Federal Data Services Hub, which is granted through an Authority to Connect (ATC) issued by the Centers for Medicare & Medicaid Services (CMS). An ATC aligns with maintaining a comprehensive information security program compliant with both ACA, Medicaid, and Partner Entities (ARC-AMPE) and the IRS Publication 1075, which are based on NIST SP800-53 rev 5. The contract includes supporting the information security program through full-time and project-based services, including risk management; compliance; security policies, procedures, and standards; security engineering and architecture; security incident response; third-party risk management; technical security advisory services and implementation; threat detection and log monitoring; and data protection.

An additional purpose of this contract is to engage a contractor to serve as the Covered California independent assessor as required by ARC-AMPE and the Gov Code 11549.3 for penetration testing and privacy and security compliance assessments for California Healthcare Eligibility, Enrollment, and Retention System (CalHEERS) and the Covered California environments. As required by CMS, the selected contractor must maintain separate organizational reporting structures from the operational staff. 

B. Background Clearance 

If the Contractor must access any confidential information, this provision must be completed prior to implementing any portion of this scope of work.

Prior to accessing any confidential information, personal identifying information, personal health information, federal tax information, or financial information contained in the information systems and devices of Covered California, or any other information as required by federal and State law or guidance, all staff, including employees, contract or subcontract personnel, vendors or volunteers who perform services under this Agreement must comply with the criminal background check requirements set forth in Government Code section 1043, and its implementing regulations set forth in California Code of Regulations, Title 10, section 6456.  Contractor shall bear all costs associated with obtaining clearance for each said employee.

C. [bookmark: _Hlk28691210]Amendment

[bookmark: _Hlk7970743]Covered California may, at its sole discretion, extend the term of the Agreement for two (2) years for the same services.  The total number of contract years shall not exceed seven (7) years.

Additional funding for any time extension will be at the same rates provided in Contractor’s proposal, unless authorized by Covered California.  

The parties may increase or decrease funding through an amendment but cannot exceed the amount set by Contractor’s proposal.  Funding for option years may not be used in advance and may not exceed the funding amount set in the base Agreement unless authorized by the solicitation.

This Agreement may be amended by mutual consent of the parties.  No alteration or variation of the terms of this Agreement shall be valid unless made in writing and signed by the parties.  No oral understanding or agreement not incorporated in the Agreement is binding on any of the parties.

D. General Scope or Tasks

1. Resource Overview

a. Contractor shall maintain a team of highly skilled security professionals with sufficient skills and capacity to perform the tasks in this Exhibit within the annual not to exceed amount.

b. The Contractor shall maintain adequate coverage during Covered California core business hours and shall provide on-call support for security incident response, as required.

c. Contractor shall annually provide independent assessor resources that are commensurate with the size and complexity of the CalHEERS and Covered California environments.  

2. Staffing Services 
The Contractor shall provide three to four full-time security professionals to deliver information security services for Covered California. One individual shall serve as the manager and shall be responsible for oversight, timely execution, and quality of work performed by the assigned Contractor staff. The Contractor shall also provide additional qualified staff, as needed, to support special projects, surge efforts, or implementation of new security capabilities.

Assigned staff must have substantial experience and demonstrated expertise in the following service areas:

a. Governance, Risk, and Compliance (GRC)
The Contractor shall develop, update, and maintain security policies, procedures, standards, and related documentation. The Contractor shall support administration and use of Covered California’s GRC system to advance governance, risk, and compliance activities. The Contractor shall provide security risk advisory services to Information Technology and business stakeholders and support compliance with ARC-AMPE, IRS Publication 1075, and other applicable laws, regulations, and internal policies.

b. Security Engineering and Architecture
The Contractor shall design, review, and maintain secure architecture, security patterns, and technical controls for on-premises and cloud environments. The Contractor shall provide security design guidance to reduce risk and support alignment with applicable laws, regulations, standards, and internal security requirements.

c. Security Incident Response
The Contractor shall support Covered California’s incident response program and serve as backup security incident manager in coordination with ISO during security incidents. Services shall include development and maintenance of incident response plans and playbooks, support for investigations and evidence handling, coordination of communications and reporting, and completion of post-incident reviews. The Contractor shall provide status and escalation reporting to the CISO, as needed.

d. Third-Party Risk Management (TPRM)
The Contractor shall support the third-party risk management program by performing security due diligence, risk assessments, contract and control reviews, continuous monitoring, and risk reporting. The Contractor shall help ensure that vendors and other external parties meet applicable legal, regulatory, and policy requirements.

e. Technical Security
The Contractor shall provide technical security advisory services across network security, endpoint security, vulnerability management, identity and access management, cloud security, and application security. The Contractor shall provide recommendations for policy, control, and automation improvements consistent with applicable security requirements.

f. Threat Detection and Log Monitoring
The Contractor shall provide expertise, as needed, to support security monitoring and detection capabilities, including log aggregation, log analysis, threat detection, response tuning, and operational reporting. The Contractor shall assist with assessment and configuration of monitoring tools and processes to help identify, investigate, and mitigate threats in accordance with applicable laws, regulations, standards, and internal security requirements.

g. Data Protection and Insider Threat Program
The Contractor shall support data protection and insider threat efforts through discovery and cataloging of confidential data, definition and application of data classifications, and implementation of protective controls such as data loss prevention, encryption, and access controls. The Contractor shall provide services consistent with applicable laws, regulations, standards, and internal security requirements.

3. Independent Assessor

a. Contractor will provide an independent annual security and privacy assessment for CalHEERS in accordance with applicable CMS requirements and Covered California policy.
b. The assessment must be performed by a qualified team with demonstrated experience conducting independent assessments based on ARC-AMPE or NIST SP 800-53 rev 5 for complex cloud-based systems that process confidential data.
c. The Contractor shall plan and execute the assessment, evaluate the effectiveness of applicable controls, identify weaknesses and vulnerabilities, and provide risk-based remediation recommendations to support corrective action planning.
d. The Contractor shall also prepare and deliver all required CMS assessment documentation in the current approved format, including the Security Assessment Workbook (SAW), in support of annual compliance and authorization activities.

4. Penetration Testing
Provide independent, risk-based penetration testing of CalHEERS and Covered California environment, from planning and rules of engagement through controlled exploitation, reporting, remediation support, and retesting to meet CMS and oversight requirements.

5. Digital Forensics
Provide technical forensic services on workstations to prepare evidence for legal proceedings or investigations related to human resources, legal, and privacy. 

E. Unanticipated Tasks 

1. In the event that additional work must be performed which was unforeseen and wholly unanticipated and is not specified in this Exhibit A – Scope of Work, but which in the opinion of both parties to this Agreement is necessary to the successful accomplishment of the general scope of work outlined, the procedures outlined in this Section will be employed.  Any additional tasks, services, or deliverables must be within the original Scope of Work as outlined in Exhibit A.  Contractor may not perform unrelated services that do not fulfill the Scope of Work.  The amount of funding for any additional tasks, services, or deliverables is subject to Covered California’s approval in accordance with its policies and procedures. 

2. It is understood and agreed by both parties to this Agreement that all of the terms and conditions of this Agreement shall remain in force. 

3. Covered California may require Contractor to stop or suspend work approved by a contract amendment pursuant to Section YY of Exhibit C – Information Technology General Terms and Conditions.

4. In performing any additional tasks or services, Contractor shall not exceed the estimated number of work hours as outlined in the Agreement unless the following procedures are followed:

5. If Contractor determines that the tasks and services cannot be accomplished within the estimated work hours, Contractor shall immediately notify Covered California in writing of Contractor’s estimate of the work hours which will be required to complete. Upon receipt of such notification, Covered California may:



1) Authorize Contractor to expend the estimated additional work hours in excess of the original estimate necessary to accomplish the services, tasks, and deliverables;

2) Require the Contractor to complete the work and provide the affected deliverables at the cost originally bid and contracted for, regardless of any additional work hours required;

3) Terminate the Work; or

4) Alter the scope of the Work in order to define tasks that can be accomplished within the remaining estimated work hours.

Covered California shall notify Contractor in writing of its election within seven (7) calendar days after receipt of Contractor’s notification.  If notice of the election is given to proceed, Contractor may expend the estimated additional work hours or services.  Covered California agrees to reimburse Contractor for such additional work hours pursuant to Exhibit B but may require an amendment to the Agreement before paying for such additional hours.

F. Reporting Headquarters Location

The Contractor is required to perform all services under this Agreement on site at Covered California, unless directed otherwise by the project representative listed in this Exhibit.  The Covered California office is located at 1601 Exposition Boulevard, Sacramento, California, 95815.  Travel and expenses for reporting to this headquarters location shall not be reimbursed. Pre-approved travel expenses to the Sacramento and San Diego offices will be reimbursed. 

G. Reassignment of Personnel

1. The Contractor shall not reassign nor substitute personnel assigned to the contract during the contract term without prior written approval of Covered California. If a Contractor employee is unable to perform duties due to illness, resignation, or other factors beyond the Contractor’s control, the Contractor shall make every reasonable effort to provide suitable substitute personnel.

2. Substitute personnel shall not automatically receive the hourly rate of the individual or position being replaced. Covered California and the Contractor shall negotiate the hourly rate of any substitute personnel to the contract. The hourly rate negotiated shall be dependent, in part, on the experience and individual skills of the proposed substitute personnel. The negotiated rate cannot exceed the hourly rate stated in the contract.

3. Covered California reserves the right to request a Contractor employee be removed from performing any work on the contract and, on written notice to the Contactor, the Contractor shall assign a substitute employee.

H. Contractor’s Roles and Responsibilities

The Contractor shall: 

1. Designate a person to whom all project communications may be addressed and who has the authority to act on all aspects of the contract. This person will be responsible for the overall project and will be the contact for all invoicing and Contractor staffing issues.

2. Provide written reports for review and approval by Covered California and formally respond to Covered California review findings as necessary.

3. Meet as required with Covered California staff to discuss progress.

4. Make its best efforts to maintain staff continuity throughout the life of the project. If, however, a substitution becomes necessary, the Contractor must submit resumes for review, in advance, for all proposed personnel substitutions. All Contractor personnel substitutions must be approved in writing by Covered California Representative. Failure to receive the required approvals may result in termination of the contract.

5. Perform all work using Covered California devices and applications. The only exception applies to penetration testing and forensics. 

I. Covered California’s Roles and Responsibilities

Covered California shall:

1. Designate the Covered California Representative to whom all Contractor communications may be addressed and who has the authority to act on all aspects of the contract. 

2. Provide access to business and technical documents as necessary for the Contractor to complete the tasks identified in this Agreement.

3. Ensure appropriate resources are available to perform assigned tasks, attend meetings, and answer questions.

4. Ensure that decisions are made in a timely manner.

5. Provide work areas and meeting rooms as needed. 

6. Identify and provide access to Subject Matter Experts to assist in the development of technical requirements. 

J. Contract Deliverables

1. The Contractor understands that all recommendations and contract deliverables must comply with the Patient Protection and Affordable Care Act of 2010, as well as sections 15438, 15439, and 100501 through 100521 of the Government Code; 1346.2 and 1366.6 of the Health and Safety Code; 10112.3 and 10112.4 of the Insurance Code.

2. The Contractor shall provide all deliverables within the timeframe specified and required by Covered California.  

3. The Contractor understands and acknowledges that all deliverables must be reviewed, approved and accepted by Covered California.

4. The Contractor understands that any Covered California requested revisions to any deliverable shall be incorporated by the Contractor within seven (7) calendar days from the date in which Covered California provided its feedback, unless a different timeframe is required and specified by Covered California. 

5. In the event Covered California requires additional refinements and modifications for any deliverable which occurs after that deliverable has been previously accepted by Covered California, the Contractor shall be required to make the additional revisions until the revised deliverable is accepted and approved by Covered California.

6. The Contractor shall be paid for services rendered under this Agreement in accordance with Exhibit B – Budget Detail and Payment Provisions.

K. Deliverable Acceptance Criteria

1. All concluded work must be submitted to Covered California for review and approval or rejection.  It will be Covered California’s sole determination as to whether any tasks have been successfully completed and are acceptable. 

2. Throughout the term of the contract, Covered California will review and validate services performed.  In addition, the Covered California Representative will verify and approve the Contractor’s invoices. Signed acceptance is required from the Covered California Representative to approve each invoice for payment.

3. Contractor’s recommendations and contract deliverables must comply with the Patient Protection and Affordable Care Act of 2010, as well as sections 15438, 15439, and 100501 through 100521 of the Government Code; 1346.2 and 1366.6 of the Health and Safety Code; 10112.3 and 10112.4 of the Insurance Code.

4. Deliverable acceptance criteria shall include, but not be limited to, the following: 

a. Deliverable-specific work was completed as specified and the final deliverable product or service was rendered to the satisfaction of Covered California;

b. Plans, schedules, designs, documentation, digital files, photographs and reports (deliverables) were completed as specified and approved;

c. All goods/equipment delivered conform to specifications and quantities, including requirements for special handling and packaging; and operability and functionality;

d. All deliverable documentation and artifact gathering have been completed and delivered; and

e. All deliverables are in a format useful to Covered California.

5. Covered California reserves the right to review and inspect all deliverables following Contractor’s delivery of each deliverable to Covered California, and to determine whether the deliverables are satisfactory and conform to Covered California’s specifications.  Covered California may, in its sole discretion, either:  a) reject a deliverable if it fails to conform to the specifications and meet Covered California’s satisfaction or has defects (collectively, “errors”); or b) may accept each deliverable if it has no such errors (“acceptance”).  Covered California shall have not less than ten (10) business days from the receipt of the deliverable to either accept or reject the deliverable, unless the parties mutually agree to an alternative deadline. 

6. If Covered California rejects a deliverable, Covered California will notify the Contractor in writing via email or otherwise to Contractor’s representative with the reason for the rejection and a list of deficiencies.  The Contractor shall promptly correct the stated deficiencies and resubmit the corrected deliverable within five (5) business days of receipt of the written notice and list of deficiencies, unless an extension is requested in writing by the Contractor and approved by Covered California.  Contractor shall respond to all of Covered California’s comments, and as appropriate and necessary, incorporate such responses into its resubmission of the deliverable.

7. After receipt of a corrected deliverable, Covered California shall again have the opportunity to review the resubmitted deliverable and will provide Contractor with an acceptance of that deliverable or give a notice of continuing deficiency within ten (10) business days.  If notice of a continuing deficiency is given, Covered California will provide the Contractor a description of the deficiencies that continue.  If Contractor fails to meet all criteria within the specified timeframes, Covered California reserves the right to; a) modify timeframes as necessary (in Covered California’s sole discretion) until Covered California is satisfied that all deliverables comply with Covered California’s specifications as required by the Agreement; or b) terminate this Agreement for cause. 

8. In the event Covered California fails to review and accept or reject a deliverable within ten (10) business days of receipt or such additional time as the parties may agree, the Contractor shall notify Covered California of the late response and proceed with performance as if acceptance had been received from Covered California.  However, such failure by Covered California to respond shall not constitute a formal acceptance of the deliverable by Covered California.  If, in such circumstances, Covered California subsequently requires material changes to the deliverable, the parties shall fairly consider and mutually agree as to the effect of the untimely rejection or acceptance on the delivery or implementation schedules.  In no event shall the Contractor be entitled to any price increase due to the need to correct deficient deliverables as identified by Covered California. 

Such reviews and resubmissions shall not be construed as a waiver of any   deliverable or obligation to be performed under this Agreement, nor of any scheduled deliverable due date, nor any rights or remedies provided by law or through this Agreement.  Additionally, Covered California’s waiver of, or lack of objection to, a deficiency with respect to a particular deliverable or obligation shall not be construed to be a waiver of the same or a similar deficiency or obligation with respect to any other deliverable.

9. As used in this section, the term “continuing deficiency” shall be limited to:

a. Inadequate resolution, in the reasonable judgment of Covered California, of the items raised during the previous Covered California review;

b. Related issues which were tied to or created by the method of resolving the previous Covered California comments;

c. Items which could not be thoroughly tested or reviewed by Covered California because of an inadequate, incorrect or incomplete deliverable, previously submitted, which was identified as inadequate, incorrect or incomplete by Covered California’s previous written comments; and

d. Omissions of parts of a deliverable.

10. Unless otherwise agreed upon by Covered California, Contractor shall not delay the resubmission of a previously rejected deliverable to include the introduction of new items identified by the Contractor during subsequent reviews.  Any such new items, including those items which could have been identified by a thorough review of a previously submitted deliverable, shall be considered separately under the following review process.  In such circumstances, Contractor shall introduce new items to Covered California for review, and if the parties mutually agree upon the material revision of a deliverable, the parties shall fairly consider and mutually agree as to the effect of the new items on the deliverable(s) or implementation schedules.

11. If deliverables are not submitted to the satisfaction of Covered California and Covered California terminates the contract, the Contractor may be held liable for any additional costs, including, but not limited to, the costs of administration and rebidding of the work to be completed.  Unless otherwise agreed upon by Covered California, in no event shall the Contractor be entitled to any price increase due to any rejections, delays, resubmissions, or agreed-upon modifications of deliverables pursuant to this Section.  

L. Project Representatives

The representatives for this project, during the term of this Agreement, shall be:
	Covered California Representative:
	Contractor Representative:

	(Representative’s Name)
Covered California
1601 Exposition Blvd.
Sacramento, CA 95815
(916) XXX-XXXX T
(Email Address)

	(Representative’s Name)
(Contractor’s Name)
(Address)
(City, State and Zip)
(916) XXX-XXXX T
(Email Address)
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