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EXHIBIT D, Attachment D.1
(Standard Agreement)

Tier-Based Risk Classification
Tier 1 


1. General

1.1. Under Exhibit D, Paragraph J, the California Health Benefits Exchange (herein, “Covered CA”) is entitled to impose a tier-based risk classification upon Contractor’s access to PII obtained by Contractor under this Agreement.    

1.2. Covered CA has determined that the acquisition of PII by Contractor under this Agreement warrants a Tier 1 Classification.  

1.3. All Contractors classified as Tier 1 are required to comply with following terms and conditions:  

2. Tier 1 Privacy and Security Safeguards 

A Tier 1 Contractor is required to maintain an information security program that meets or exceeds the privacy and security controls adopted by Covered CA. Covered CA is required to maintain compliance with the current version of the privacy and security safeguards for health benefit exchanges, currently MARS-E, mandated by the Centers for Medicare & Medicaid Services (CMS). Tier 1 Contractors may select one of the following ways to demonstrate to Covered CA the development and maintenance of a comprehensive security program, which shall at all times govern Contractor’s access and use of PII disclosed to Contractor under this Agreement.   

· FedRAMP Authorization (Moderate Level)
· MARS-E 2.2 or most current effective version (v2.2 as of September 2023)
· HITRUST (Moderate or High Risk Level)
· NIST CSF 2.0 or later
· ISO 27001 
· SOC 2 Type 2 

3. Assessments

Covered CA reserves the right to perform a security risk assessment once per calendar year, to assess the Contractor’s security program.  Should Covered CA choose to conduct any such assessment, Contractor must provide the following:

· Relevant deliverables from the security program selected in Section 2.
· Annual third-party comprehensive security risk assessment report
· Annual internal and external network penetration report.
· Monthly vulnerability scans of internal and external network resources used for Covered CA contracted services.
· Semiannual web application penetration testing, if applicable.
· Business Continuity Plan
· PCI- DSS Attestation of Compliance, if Contractor processes credit card payments on behalf of Covered CA.
· List of all subcontractors.

4. Location 

All Contractor services, workers, and data storage are required to be within the US and its territories. By written approval, workers may reside outside of the US but will be restricted to non-production environments and will not have access to PII.

5. Access

If the Contractor will require direct access to Covered CA systems, Contractor must agree to the following:
· Unless Contractor receives explicit consent, Contractor is required to use only Covered CA issued devices for services.
· Each Contractor worker agrees to the Covered CA Acceptable Use Policy prior to gaining access to Covered CA systems.
· Notify Covered CA immediately of any confirmed or suspected security incident identified while delivering services.
· Notify Covered CA within one (1) hour of Contractor workers no longer requiring access to Covered CA systems. 
· Agree to return all Covered CA equipment in working condition at the termination of the contract.

6. Subcontracting

Contractor shall not disclose or store Covered CA PII with any third party without prior written approval from Covered CA. If approved, the Contractor’s third party must be contractually required to meet the same security requirements as in this agreement. Contractor is responsible for the actions of their third parties.
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