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Covered California/[Contractor Name]

	Exhibit A
(Standard Agreement)


SCOPE OF WORK

A. 	Purpose

Covered California requires a firm to have the expertise, technical knowledge, staff support, and other related resources necessary to perform an Information Security Assessment (technique of identifying vulnerabilities and threats, and assessing the possible damage in order to determine where to implement more stringent controls and safeguards) of Covered California’s security infrastructure, including the California Healthcare Eligibility, Enrollment, and Retention System (CalHEERS); Covered California headquarters; the Covered California Service Center; and all associated Covered California facilities or resources.
The Contractor will conduct an assessment according to the security requirements defined in the Centers for Medicare & Medicaid Services (CMS), Minimum Acceptable Risk Standards for Exchanges (MARS-E) security and privacy controls, which is based on the moderate control baseline of the National Institute of Standards and Technology (NIST) Special Publication 800-53 and the Federal Information Processing Standards (FIPS) Publication 200, as well as and any other testing standards as deemed necessary by the third party assessor to fully assess the required system security posture.

B.     Background Clearance

              
If the Contractor must access any confidential information, this provision must be completed prior to implementing any portion of this scope of work.

Prior to accessing any confidential information, personal identifying information, personal health information, federal tax information, or financial information contained in the information systems and devices of Covered California, or any other information as required by federal and State law or guidance, all staff, including employees, contract or subcontract personnel, vendors or volunteers who perform services under this Agreement must comply with the criminal background check requirements set forth in Government Code section 1043, and its implementing regulations set forth in California Code of Regulations, Title 10, section 6456. Contractor shall bear all costs associated with obtaining clearance for each said employee.

C. 	General Scope or Tasks

1. The Contractor shall prepare all Deliverables for archiving, both in hardcopy and electronic media as outlined in Section D below. All hardcopy deliverables must be readable and editable with any of the following Microsoft Office tools: Visio; Word; Excel; PowerPoint; and MS Project as well as portable document format for final documents.

2. If requested, the Contractor will attend project meetings and periodic briefings for Covered California management as indicated by the Covered California Project Manager.

3. As requested by Covered California, the Contractor will meet with designated Covered California Information Security Office (ISO) staff at periodic status meetings to provide progress updates, discuss deliverables, findings and recommendations. The Contractor will provide agendas prior to each meeting, take meeting notes, and disseminate the notes no later than four (4) business days after each monthly status meeting.

4. All soft and hardcopy data shall be kept confidential and shall become the property of Covered California. Materials and information regarding the Exchange cannot be used or discussed outside of the Exchange without the express written authorization of the Exchange.


D. Tasks and Deliverables
Requirement 1

The Contractor shall complete a Project Work Plan that includes schedule for completing the deliverables and the level of effort for each of the tasks identified. The Project Work Plan must be provided to the Covered California Project Manager identified in Exhibit A, Section F, within ten (10) business days of this contract start date for approval or rejection. If Covered California rejects the plan, the Project Manager will notify the Contractor in writing.  The Project Manager will identify and document the deficiencies and set a new deadline.

Deliverables:

a. Methodology and Approach for Security Assessment

b. Project Schedule including task and deliverable completion, meeting schedule, and milestones;
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Requirement 2
The Contractor will conduct internal and external vulnerability assessments of Covered California information systems using established methodologies such as OWASP (Open Web Application Security Project) methodologies and testing guides, Open Source Security Testing Methodology Manual (OSSTMM), or other applicable methodologies. These assessments will include:

a. Identify threats to which the information assets could be exposed;

b. Perform analysis to ensure security and privacy controls are consistently implemented;

c. Develop plans for monitoring, assessing and verifying security controls across information systems;

d. Assess vulnerabilities such as the points where information assets lack sufficient protection from identified threats;

e. Determine the probable loss or consequences, based on quantitative and qualitative evaluation, of a realized threat for each vulnerability and estimation of the likelihood of such occurrence;

f. Identify and estimate the cost of protective measures which would eliminate or reduce the vulnerabilities to an acceptable level;

g. Provide knowledge transfer to Exchange personnel regarding findings and recommendations.

h. Retest as required once all mitigation and remediation activities are completed based on the original assessment.
Deliverables:

a. Security Assessment Report, that includes vulnerability reports for each vulnerability found that includes risk scores using established methods explanations of the vulnerability including any exploits that can show the severity of the vulnerability, and recommendations for remediation and/or risk mitigation.
b. Additional templates such as surveys and/or questionnaires along with data collection vehicles.

c. Risk Management Summary report for management that will include recommendations to mitigate risk within Exchange information systems.

d. Security Test and Evaluation (ST&E)

e. Security Assessment Report (SAR):

1) Threat and vulnerability assessment reports;

2) Analysis and assessment to ensure security controls are consistently implemented;

3) Plans for monitoring, assessing and verifying security controls across information systems;

4) Information System penetration testing;

5) Information System source code security scanning;

6) Map MARS-E controls to the findings and methods to remediate and for effectively implementing the controls and maintaining the effectiveness; and 

7) Any other recommendations the Contractor deems appropriate to ensure mitigation and remediation of the findings.
Requirement 3

Contractor will conduct CalHEERS Triennial Certification and Accreditation assessment tasks that includes testing of all MARS-E security and privacy controls for the third party assessment attestation requirement mandated by CMS based on MARS-E Security Assessment Control CA-2 to include security and privacy controls and control enhancements under assessment, assessment procedures to be used to determine control effectiveness, assessment environment, assessment team, assessment roles and responsibilities, and results of the assessment.

a. The final Security Assessment Report (SAR) that will be submitted to the Centers for Medicare and Medicaid Services (CMS) will include all of the elements described and in the format required by a template provided by CMS or organized as required by CMS and instructed by the Covered California Information Security Officer.

b. Any weaknesses discovered during the testing of the controls must be documented by the Contractor so that the system integrator can update the CalHEERS Plan of Action and Milestones (POA&Ms) including remediation plans.
Deliverables:

a. Security Assessment Report (SAR) in the Centers for Medicare and Medicaid Services (CMS) format required for the triennial certification and accreditation assessment to receive the Authority to Connect to the Federal Data Services Hub (ATC);

1) Weaknesses documented so that the POA&Ms can be updated in the System Security Plan and other CMS documentation required.

b. Vulnerability reports for each vulnerability found that includes risk scores using established methods explanations of the vulnerability including any exploits that can show the severity of the vulnerability, and recommendations for remediation and/or risk mitigation;
c. Additional templates such as surveys and/or questionnaires along with data collection vehicles;

d. Risk Management Summary report for management that will include recommendations to mitigate risk within CalHEERS and other Exchange information systems;

e. CalHEERS Security Test and Evaluation (ST&E);

f. CalHEERS Security Assessment Report (SAR) to include the following:

1) CalHEERS threat and vulnerability assessment reports;

2) Perform analysis to ensure security controls are consistently implemented;

3) Develop and execute Plans for monitoring, assessing and verifying security controls across information systems;

4) CalHEERS penetration testing;

5) CalHEERS source code security scanning.

Requirement 4

Contractor shall conduct additional assessments as requested by Covered California to ensure security and privacy controls have been implemented effectively.

The assessment report will include meaningful analysis of the security assessment data; assessment methodology documentation; scope of the Security Assessment; documented conclusions; a concise non-technical executive summary; supporting figures that support the analysis; remediation guidance beyond merely pointing out security problems; and structure in logical sections to accommodate the different groups that will read and implement the findings. Contractor’s assessment will additionally involve:

a. Identifying threats to which the information assets could be exposed;

b. Assess vulnerabilities such as the points where information assets lack sufficient protection from identified threats;

c. Determining the probable loss or consequences, based on quantitative and qualitative evaluation, of a realized threat for each vulnerability and estimation of the likelihood of such occurrence;

d. Identifying and estimating the cost of protective measures which would eliminate or reduce the vulnerabilities to an acceptable level;

e. Performing analysis to ensure security controls are consistently implemented;

f. Develop plans for monitoring, assessing and verifying security controls across information systems and;

g. Providing knowledge transfer to Exchange personnel regarding findings and recommendations.

Deliverables:
a. Vulnerability reports for each vulnerability found that includes risk scores using established methods explanations of the vulnerability including any exploits that can show the severity of the vulnerability, and recommendations for remediation and/or risk mitigation.
b. Additional templates such as surveys and/or questionnaires along with data collection vehicles.

c. Risk Management Summary report for management that will include recommendations to mitigate risk within CalHEERS, Service Centers and other Exchange information systems.

d. CalHEERS/Service Center Security Test and Evaluation (ST&E).

e. CalHEERS/Service Center Security Assessment Report (SAR):

1) CalHEERS/Service Center threat and vulnerability assessment reports;

2) Perform analysis to ensure security controls are consistently implemented;

3) Plans for monitoring, assessing and verifying security controls across information systems;

4) CalHEERS/Service Center penetration testing;

5) CalHEERS/Service Center source code security scanning.

f. Threat and security assessment to be performed onsite at Covered CA headquarter.
Requirement 5

Provide technical forensic services as required to provide evidence in a court of law for Human Resources and Legal investigations.
Deliverables

a. Forensic copies of electronic information as requested by Covered California.

b. Investigation services as required for Human Resources and Legal investigation.



E. 	Project Representatives

	Covered California Representative:
	Contractor Representative:

	Tracey Allen
Covered California
1601 Exposition Blvd.
Sacramento, CA 95815
(916) 228-8264
Tracey.allen@covered.ca.gov
	(Representative’s Name)
(Contractor’s Name)
(Address)
(City, State and Zip)
(916) XXX-XXXX T
(Email Address)


The representatives for this project, during the term of this Agreement, shall be:
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